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be3onacHoCTb MHTEepHeTa &

HapyweHue 6e30nacHOCTM MapLlipyTusauum

e B Hawem B3anMocBA3aHHOM umbé)osw Mupe 6e30nacHoOCTb
MaplupyTu3aumMm — OCHOBA CTAabU/IbHOrO HaAEXHOro N JOBEPEHHOro
NHTepHeTa. OHa rapaHTMpyeT, YTO AaHHble NPOXOANAT MO CETU
6e3onacHoO n aphHeKTUBHO, AOCTUIAA HYXXHbIX agpecaTtoB 6e3 cboeB u
NOAMEHbI.

e Mpotokon BGP - 0CHOBHOM NPOTOKOJ1, KOTOPbIN MCNONb3YyeTCHa AN
obmeHa mapuwpyTtammn B UHTepHeTe.

e (OaHaKo NOCTpOEH Ha paoBepuM (He yunTbiBas aneMeHT 6e30nacHoOCTH).
3N0yMbILWIEHHUKN UK onepaTopbl, Mo owunbke, MOryT NnepeHanpaBuTb
TpaduK, Bbi3blBasi COON UM Kpaxy AAHHbIX.

e [lpnmep: Pakistan Telecom 2008 r - owmnbka B KoOHPuUrypaumm y PTCL
npueena K 3axBaTy IP-agpecos YouTube, 4TO BbI3BaNO MacwTabHbIN
rnobanbHbIN cHON.
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TexHonorua RPKI aona 6e3onacHOCTM &

NMNouemy RPKI?

o [lpepotBpawaetr noaobHble MHUMAEHTLI NYTEM KpuUnTorpadmyeckom npoBepknu NermTUMMHOCTH
ob6bsaBNeHMn MapwpyToB (HOMEPOM aBTOHOMHOW cuctembl - ASN).

e [loMoraetT MMHUMU3NPOBAaTb KakK C/ly4yanHble, Tak N yMblLNEHHbIE OWNB6KM KOHbUrypaummn BGP.

e ABTOpM30BaH nn ncxogHbin ASN ans o6baBneHmns gaHHoro npedwukca?

CocTouT M3 ABYX YacTen:

¢ Route Origin Authorisation (ROA): OnepaTtop onpenensieT, Kakme aBTOHOMHble cuctemsl (AS)
aBTOPM30BaHbl A1 06bsBNEHUS KOHKPEeTHbIX IP-npedunKkcoB, C MOMOLLbIO CBOMX
MHPOPMALUMOHHBIX CUCTEM, MU NOSb3YSACb rOTOBOW MHMpacTpykTypon oT RIPE NCC.

e Route Origin Validation (ROV): O6opyaoBaHue onepaTtopa npoBepsieT MapwpyTbl HA OCHOBE
ROA, obecneunBas npmémM ToNbKO NErMTUMHbLIX MapwpyToB (T.e. nognmcaHHbix ROA).
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dpa RPKI - lNoBbiwwleHHana 6e30nacHOCTb MapLipyTMsayum @

NMpuMepbl MHUNOEHTOB
e MonbiTka 6n10knpoBku Telegram (mronb 2023 r.):

OwnboyHoe obbsasneHne BGP npueena K MHUMAEHTY, KOTOPbIM nMen rnobanbHyo BUAMMOCTb.
Ho cet ¢ ROV OTKNOHUAM HenpaBU/ibHblE MapLpPYThl.

e WMHumpent Cloudflare 1.1.1.1 (vioHb 2024 r.):

Owmnbka KoHbDUrypaumn MapLipyTnsauum BbiaBana rnepebou B ob6cnyxumBaHmmn. ROV nomorno
NpeaoTBpaTUTb PacrnpoCcTpaHEHUE OLWMBOYUYHbIX MapLUPYTOB, CHMU3UB YLUepO.

e [loapobHee B npeseHTaumm Qasim Lone:

https://www.voutube.com/watch?v=EICY5HSb Pw&list=PLQjY0ot5dt35tokLRILHU02VvI0Q4j4H8
C8&index=9
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https://www.youtube.com/watch?v=EICY5HSb_Pw&list=PLQjY0ot5dt35tokLRILHUo2ylQ4j4H8C8&index=9
https://www.youtube.com/watch?v=EICY5HSb_Pw&list=PLQjY0ot5dt35tokLRILHUo2ylQ4j4H8C8&index=9

NMHumpaeHTtbl BGP B pernoHe n mupe (1 ceHtabps 2024 -
1 ceHTAa6psa 2025) &

Sep 2024 - Sep 2025

Central Asia and Iran Global

Source: GRIP (Global Routing Intelligence Platform; Georgia Institute of Technology); visualisations created with Flourish Studio.
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ROA in Central Asia -
Update




NMokpbiTne ROA B permoHe u 3a ero npeaenamu (IPv4 m IPv6)
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NMokpbiTne ROA B LleHTpanbHou A3un (IPv4) (2019-2025)

MioHb 2025 ropa:
Uzbektelecom (AS8193)
nognuceisaet ROA,
YBE/IMUMB MOKPbLITUE HA
20%.
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NMokpbiTne ROA B LleHTpanbHou A3un (IPv4) (2019-2025)
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NMokpbiTne ROA B LleHTpanbHou A3un (IPv4) (2019-2025) &
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NMokpbiTue ROA: NnocyaapcrBeHHble AOMeHbl B LIA

Mbl NnpoaHannusnpoBasmn, NoKpbiBatOTCA sin IP-
aZipeca, Ha KOTOopble pa3peLarTcs JOMEHbI
rocygapcTBeHHbIX yupexaeHui, ROA.

@ |P Addresses with Valid ROAs @ IP Addresses with ROAs Not Found / Invalid

Iran

MeTtoponorua: Mbl n3Bnekanu gaHHole BGP-
MapLipyTusaumm us RIS n nposepunm mx c

245 8 nomowbio RPKI Validator RIPE NCC,
Knaccmpuumpysa Kkaxabi npedukc kak Valid,
Invalid (HapywaeTt ROA) unu Not-Found (6e3
3awmnTbl RPKI).

Kyrgyzstan

Kazakhstan

IP-apgpeca, nonaswwne B npedukceol Invalid
nnn Not-Found, v He nokpbITble 6onee
cneundpunyHbiM Valid ROA, 6b151n OTHECEHbI K
agpecam noa npedukcamm RPKI Invalid nnu
Not-Found.

Tajikistan

Turkmenistan

lpumeyaHue: pna cocTaBneHUs Cnmcka
roCyAapCTBEHHbIX YUYpexaeHnn

100 150 200 250 ncnonb3oBanucob noru Certificate
Transparency (CT). Cnucok MoxeT 6bITb
HEMNOJIHbIM, HEKOTOPbIE AOMEHbI MOr/IN He
nonacTb B aHanus3.

Uzbekistan
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Route Origin Validation (ROV) &

Ncnonb3oBanm RoVISTA (Taejoong Chung v coasTopbl) And aHanmsa BHegpeHuns ROV B
pernoHe.

MeTtopnonorus:

e ROVISTA paccuuTbiBaeT 6ansibl Ha OCHOBE KOJIM4ecTBa HeaencTeuTebHbiX RPKI-
npeduKcoB, AOCTYMNHbIX AS.

e [unbkun noaxon: AS cumtaetcsa sHegpusLlien ROV, ecnum eé 6ann Bbiwe 0.
e JlononHUTeNnbHOE NPENMYLLECTBO:

o AHanus BanaHma ROV ¢ ncnonb3osaHneMm metoankm AS Hegemony.

o 3HadeHue AS Hegemony (ot O o 1) nokasbiBaeT AOMI0 NMyTEN, NPOXOASAWNX Yepes
y3en.

o PasMmep kaxzaoi AS ykasblBaeT Ha TO, HAaCKO/IbKO LIEHTPasIbHYI pOJib 3Ta CETb
UrpaeT B MaplupyTusaumm MHTepHeTa

Anastasiya Pak | RIPE NCC | ceHTabpb 2025 16



Kaprta B3anMmocBsizaHHOCTU B KazaxcrtaHe (AS Hegemony, ROV)
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KapTta B3anMmocBsizaHHOCTM B Kbiprbi3dctaHe (AS Hegemony, ROV)

@ Local ASN with ROV@ Local ASN no ROV Foreign ASN with ROV Foreign ASN no ROV{" No Data
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KapTta B3anMmocBsizaHHOCTM B Kbiprbi3dctaHe (AS Hegemony, ROV) @)

@ Local ASN with ROV@ Local ASN no ROV Foreign ASN with ROV Foreign ASN no ROV{" No Data
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KapTta B3anMmocBsizaHHOCTMU B Kbiprbi3dctaHe (AS Hegemony,

@ Local ASN with ROV@ Local ASN no ROV Foreign ASN with ROV Foreign ASN no ROV No Data

207250

35168

41750

ASN: 41750, AS-MEGALINE-KG Mega-Line 20z
Ltd., APNIC AS Customer Population:
144055

ROV) @
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Kaprta B3anMmocBsizaHHOCTU B TypkMmeHucrtaHe (AS Hegemony, ROV) @)

@ Local ASN with ROV Foreign ASN no ROV{" No Data

ASN: 20661, TurkmenTelecom-AS State
Company of Electro Communications
Turkmentelecom, APNIC AS Customer
Population: 1569943
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Kaprta B3anMmocBsizaHHOCTU B TypkMmeHucrtaHe (AS Hegemony, ROV) @)

@ Local ASN with ROV Foreign ASN no ROV{" No Data

ASN: 28910, INTAL-ASN "Uzbektelekom"
Joint Stock Company, APNIC AS
Customer Population:
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Haungute cBoro AS!

MHTepaKTUBHaA Bulyanau3aumsa

NcTtouHukn: AS Hegemony, RoVista, APNIC
Busyanusauua cagenada ¢ nomowbio Flourish

Anastasiya Pak | RIPE NCC | ceHTabpb 2025

&

° Uzbekistan Interconnectivity Map (AS Heg: y and ROV Deploy )
We have not observed any changes in terms of ROV deployment for networks with high

sof11 centrality in Uzbekistan. Deploying ROV for such large networks as Uzbektelecom
(AS28910, AS34250), TPS (AS34718) would strengthen routing security for the country's
network landscape.

@ Local ASN with ROV @ Local ASN no ROV @ Foreign ASN with ROV  Foreign ASN no ROV @ No Data

Source: RoVista, AS Hegemony, APNIC AS Customer Population » Snapshot from September 2025 &
Hover over the circle to view the ASN and customer population (based on APNIC methodology). REE
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NMouemy ROV naMepAaTb C/I0XKHO?

ROV Score
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3aBMCUMOCTb OT NyTU:
HepencreutenbHble MapLipyTbl
6/10KMpPYIOTCSA TOIBKO MNpu
NPOXOXXAEHUN Yepes CEeTb,
nposepsowyto RPKI; yepes
HenpoBepslLWne cetm OHU MOryT
NpoAoIKaTb PpacnpoOCTPaAHATLCA.

MonHasa 3awmTa Tpebyet nonHoro
pasBepTbiBaHUA: ABTOHOMHas
cucTeMa noslyyaeT MOJIHYH 3almTy OT
nepexsaTta TOJIbKO eCcnn Bce eé
NOrpaHMUYHbIe MapLLpyTU3aTopbl
GuUNbTPYIOT HeAeNCTBUTENbHbIE
MapwpyTbl — ntobas «He3akpbliTas»
rpaHMua OCTaBASIET PUCK YyTEYeK.
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BHeapeHue IPv6 B
permoHe




NMpoueHT aBTOHOMHbIX CUCTEM, noaaep>xuBarowmx IPv6

©® CeHTa6pb 2025 CeHTab6pb 2024 @ CeHTs6pb 2023
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BHeapeHue IPv6 B LleHTpanbHou A3umn (CDN)

BHeapeHune IPv6 oTpaxaer,
NEVNCTBUTENBHO NN
No/1b30BaTENIN UCMNOMb3YIOT
IPv6 B cBOUX ceTsax.

Kazakhstan
21% 22% 4%

[aHHble KPYMHbIX KOHTEHT-

Kyrgyzstan .
1% 2% npoBangepoB (CDN)
NOKa3blBalOT pa3Hble YPOBHM
. BHeapeHus IPv6 B cTpaHax
TEstan ooy 0% LleHTpanbHOi A3uu.
JlnpepamMmn No BHeAPEHUIO
Turkmenistan IPv6 aBndawTca Ka3zaxcTtaH v
NpaH
Uzbekistan 11% 14% 42%

Y36ekuctaH 3anyctun IPv6 B
NpoLUSIOM roay -
3HAYUTENbHbIA POCT

Google Facebook Cloudflare

Sources: Google, Facebook, Cloudflare, Sept 2025



BbiBoabl — BHeagpeHue RPKI &

e [Ipn3HaHume BaxxHoCTU RPKI Ha ypoBHe NpaBUTENIbCTB PACTET B BEAYLLUMX CTPaHax.

e Perynartopbl npegnpuHUMaloT Mepbl:
o FCC (CLUA): npeanoxeHne exeroaHblX naaHoB yrnpasneHns puckamm BGP.
o Forum Standaardisatie (HnaepnaHgbl): noaxoa «npuMeHsan nnm obbAacHAN>» ons

Bcex rocctpyktyp (RPKI)

e 3HaudeHue ansa LeHTpanbHon A3nn:
o [locypapcTBO U cCaMKM onepaTopbl MOTYT CNYXWUTb KaTasiM3aTOpPOM Mporpecca B

obecneyveHun ceteBon 6€30MNaACHOCTU CTPaHbI
o Co CTOpOHbI rocygapcTea, HanpuMep, co3faHne pekoMeHZaunm n onpeaeneHns

CcpokoB BHeapeHusa RPKI

Anastasiya Pak | RIPE NCC | ceHTabpb 2025 28


https://docs.fcc.gov/public/attachments/DOC-402609A1.pdf
https://www.forumstandaardisatie.nl/open-standaarden/rpki

BbiBOAbl — BHeapeHue IPv6 @

e [lepexoa Ha IPV6 >XM3HEHHO Ba)KeH 13-3a ucyepnaHusa IPv4-aapecos u 6bicTporo
pOCTa MHTEPHET-NO/Ib30BaTENEN B PEFMOHE.

e [ocCynapcTBam, nposal‘/'m,epaM N NpeaAnpuaTUAam Heob6xoAMMOo NMPpUOpUTETHO
MOAEPHNU3NPOBATb CETU U CEPBUCDHI AN1A NMOAAEPXKKN IPv6.

e BHeapeHune IPv6 cerogHa obecneymBaeT yCTOMUYMBOCTb, MacTabmupyemMocTb U
BO3MOXHOCTU A1 uMdpoOBbIX MHHOBALMWM 3aBTpa.

e [loBblilLEHNE OCBEAOMJIEHHOCTU U o6pa3OBaTeana;| pa60Ta MMEKT pEaoLWEE 3HAYEHNE

e YyebHble pecypchl

o Kypcbl RIPE NCC Academy (OcHoBbl IPv6, besonacHocTb IPv6) n BebnHapbl —
6ecnnaTHo Ansa Bcex: academy.ripe.net

o Ovy
o OH
WW

Hble TpeHunHrn (ans dneHos RIPE NCC)
naviH kypc OcHoBbl npotokona IPv6 (Ha pyCCKOM U YKPAMHCKOM):
w.youtube.com/watch?v=201LZs33HUdI&list=PLDWsImzngM9FTdEUFeNpyDg50t

E2fi3-r
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http://academy.ripe.net
https://www.youtube.com/watch?v=2OLZs33HUdI&list=PLDWsJmznqM9FTdEUFeNpyDq5OtF2fi3-r
https://www.youtube.com/watch?v=2OLZs33HUdI&list=PLDWsJmznqM9FTdEUFeNpyDq5OtF2fi3-r

NMoapob6bHee B ctatbe Ha RIPE Labs!
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(©RIPE Labs

CAPIF 4: Advancing Internet Technologies in
Central Asia

Qasim Lone — 18 Sep 2025

? Contributors: Jim Cowie, Alun Davies, Anastasiya Pak, Rene Wilhelm
o 13 min read

dns |ipv6 ipva | routing | security community ~governance

measurements internet infrastructure  internet number resources 2Q OD °<g m

Ahead of CAPIF 4, we once again pause to examine the latest in Central
Asia’s digital transformation. Against a backdrop of deepening regional
cooperation, we chart improvements in routing security and IPv6
adoption, while also probing interconnection patterns as seen in K-root
data.

As we return to Kazakhstan for the fourth RIPE NCC Central Asian Peering

Related Articles ~ Viewmere

<4

CAPIF 3:
Securing
Internet
Infrastructure in
Central Asia

@ rnastasiya pak
18 Sep 2024
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